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Introduction

Internet Banking allows Credit Union member’s 24-hour access to their accounts through a secure
internet link from the Credit Union’s web page.

Some individual customizing may be done to the Internet Banking pages. These can be setup by the
credit union’s web vendor.

® Colors displayed in the internet banking windows.
e Font used in the internet banking windows.

e Credit Union logo added.

e Hyperlink options.

Basic Features
e Summary window
Detail window
Draft Clearing window
History window
2-Factor Authentication security features added
Transfer window (with cross account capability)
Change Password window
Logout window
User Name to login - wording defined by credit union

Other Features
¥ Complex Password Security setup option.
Y& Summary window includes the interest rate for CD, CD-IRA and loan suffixes. Also on the Summary
window, when a suffix is selected by a member, the Recent Activity will be displayed with the most
recent transaction listed first and on down.
“Pay Now” link on the Summary window for loan suffixes which takes user to the Transfer window.
Year to Date window. This displays Year to Date Dividend and Interest information for current and
prior year.
¢ Download capability. Three formats are available.

- Comma Separated Values (CSV)

- Microsoft Money (OFX) - 250 line maximum counting description lines also.

- Quicken (QFX) ***

- QuickBooks (QBO) ***

- Quicken 2004 and older (QIF)
***To offer these download options to their members, the credit union will need to purchase the
licensing from Quicken plus pay a quarterly maintenance fee to Quicken based on users.
Members will have the following selections when using the download feature:

- Loan Suffixes - Must be a Visa or Line of Credit loan.

- Share Suffixes - All suffixes included except for CD, CD-IRA and IRA suffixes.

- Share Suffixes coded as a Health Savings Account (HSA).
Bill Pay capability. A third party vendor required. Contact Datamatic for vendor interface details.
Draft Images capability. A third party vendor required. Contact Datamatic for vendor interface
details. **Note: The length of time that the draft images are available is determined by the vendor
used by the credit union for draft images.

X %

Xz
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¥ Visa information capability. A third party vendor required. Contact Datamatic for vendor interface
details.

¥¢ History window - The history window displays history for approximately 250 transactions. This has
“start” and “end” date fields that can be filled in. Closed and locked share suffixes are available in
the suffix selection list on the History window.

Y& For Cross Account Transfers, when the “Transfer” option is selected, the “Transfer To” field will
display the cross member as follows:
All the suffixes for the member will be listed then the first cross account will show:

The Account Base, Check Digit and suffixes for that cross account will be displayed individually. The
Confirm Transfer window will display the Account Base, Check Digit and Suffix along with the suffix
title.

Y& Mandatory “Change Password” for first time logins. Set Internet Banking Password wizard - For
credit unions licensed for the new Internet Banking product, after completing the wizard, the
“Internet Banking” field under Member Information will automatically be changed to “Temporary
Password”. This is regardless which password type (Voice PIN, Social Security Number or Other) is
selected. The “Temporary Password” status will cause internet banking to prompt the members to
change their password the next time they log into internet banking.

¥ If the online system is not running and a member attempts to log into Internet Banking, the
following message will be displayed - “We apologize for the inconvenience, but the system is down
for maintenance at this time, please try again later”.

¥ The system will automatically change the Internet Banking “Access” option to “disabled” under the
Internet Banking folder for Internet Banking users after 180 days (or number of days chosen by the
credit union) of internet banking inactivity. For secondary users, their “Access” option is located in
their secondary user record. This is for security purposes so that the individual users will be
required to either login to Internet Banking and request a PIN (using Forgot My Password - if the
credit union has made this available in Internet Banking.) or contact the credit union to reset their
password, if they want to use Internet Banking again.

Maximum Session Time:
For security purposes, the Maximum Session Time is on the Web Server, and is set to 20 minutes. After
20 minutes of inactivity, the member will be logged out of Internet Banking by the system.
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Internet Banking User Name information:

User names must start with a letter and may contain letters, numbers and/or these symbols (@ . - ).
User names cannot contain spaces and the maximum length is 40 positions. This is a required field. If
the member has not entered a User Name and enters their Account Base and Check Digit, Internet
Banking will display a window to prompt the member to select a User Name.

To reset the User Name for the primary member, the staff can file maintain the User Name field under
Internet Banking on the Member Summary, if needed. The member will need to use the new User
Name assigned the next time he/she logs into Internet Banking. The field cannot be reset to none.
**Note: The credit union can customize the wording for the field used when logging into Internet
Banking using the “Online ID” field on the Internet Banking server.

A message of “User Name is already in use” will be displayed if a duplicate user name (name already
used) is entered in the User Name field in the Internet Banking folder. This same message will be
displayed in Internet Banking if members are attempting to change the User Name and a duplicate user
name is entered.

If the “Internet Banking” field under Member Information is changed to “Never”, this will allow/force
the member (and all secondary users) to start the process over of signing up for Internet Banking. Set a
Temporary Password (under Tools on the Menu Bar) for the member to use the next time they login to
Internet Banking. The member will use the Account Base and Check Digit for the User Name with the
next login and will be prompted to change this, as well as, change the password and go through the
security features.
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Example of the Summary window.

Support

Take Internet Banking on the road with you. Introducing Mobile Baniking - Contact a Member Service
Representive for details. Our Office hours are 8:30 to 5:30 Monday through Friday and 8:00 to 12:00 on

Saturday.
MICHAEL P GREEN (****7) Summary
00 Regular Shares ($2.944 31) RezD §2,05031
04 Hawaii trip in 2013 ($210.00) $210.00
05 InstallRev 4 25% (§286.30) 09/27/2012 Pay Now $13.242.79
45 Insurance Fund ($1.466.13) $£1.466.13
50 Escrow Suffix ($617.15) $617.15
39 CD-IRA 1.75% (12 Months) $6.874.34
60 Real Estate 5.25% ($874.54) 10/05/2012 Pay Now $81.126.83
66 Heloc 4.72% ($207.02) 09/03/2012 Pay Now $5.242.63
70 Draft Suffix (§1.515.48) $1.515.48
75 Overdraft Protection 8.00% ($20.00) 10/02/2012 Pay Now $237.83
80 CD 1.25% (12 Menths) $3.161.86
Account Totals

Total Shares £6.768.07

Total CD's $12.036.20

Total on Deposit $18.804 27

Total Loans $00.850.08

Business Date: 09/25/2012
Last Login: Monday, September 24, 2012 at 10:12 AM

Summary | Details | Download | Draft Clearing | History | Transfer | Year to Date
Statements | My Account | Logout

Credit Union savings are federally insured to at least 5250,000 and backed by the full faith and credit of the
United States Government.

Figure 1

IMPORTANT: Teller security must be given to an employee for setting up an Internet Banking
Password on the member. [Main Ribbon > System Settings > Tellers > Select Specific
Teller]. The Basic option for the employee for “Voice PIN and Internet Banking
Password” must be marked which means “permitted”.

The balance figure (in parenthesis) to the right of the suffix and account description is the “available
balance”. Debit card holds will be reflected in the “available balance”. The balance on the right side of
the window (in the balance column) is the “current balance” in the suffix. This balance is changed as
transactions are posted.

Closed and locked suffixes are not displayed on the Summary window in Internet Banking. These
suffixes (share only) are available on the History window.
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Security Features for Risk Activity

The Challenge PIN will be required when logging into Internet Banking from an un-authorized device, or
when performing a Credit Union defined high risk activity (see page 14).

Members will be prompted one time to enter and confirm their Challenge PIN e-mail address. The
Challenge PIN e-mail address is a requirement for Internet Banking, so members will not be able to login
until this step is completed.

**Note: The Challenge PIN e-mail address can be directed to a mobile phone, or to a home e-mail

address:
ANNABELLE MEMBER (**%%2) Challenge PIN Setup
Challenge PIN's are required when you log into your account from a device that has not been authorized. as well as **Note: If the

anytime a high risk activity occurs.

Mobile Phone

“Carrier” is not

listed in the drop

down list, the

member will

@ Use my Mobile Phone * need to contact
Mobile 2 | Carrier |Select a Carrier [=] their carrier and

get their text

© Use my E-mail message address.
E-mail After obtained,

enter the text

message address

For best security, we recommend that vou use the "Use my Mobile Phone" option. If vour carrier is not listed, use
the "Use my E-mail" option and enter your carrier specific Text Message E-Mail Address.

As part of this one-time setup, we will send vou a test Challenge PIN, that vou will need to confirm after clicking
on Continue.

in the E-mail
' space.
Credit Union savings are faderally insured to at lsast 5230,000 and backed by the full faith and credit of the
United States Government.
Figure 2
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After the member enters the address, a text or e-mail will be sent to confirm that the member can
receive the PIN. The member will be required to enter that PIN in order to complete the setup:

ANNABELLE MEMBER (****2) Challenge PIN Confirm

A Challenge PIN was sent to your E-mail (mheist@datamatic_net), please enter the pin vou received in the Challenge
PIN box below.

Do not close this browser window/tab while checking your e-mail for the Challenge PIN.
If vou did not receive the Challenge PIN, please check vour junk folder or spam filter. If vou still have not

received the Challenge PIN, use vour browser's back button to check that you have entered vour information
correctly.

Challenge PIN |

Confirm Challenge PIN

Click here to open a new tab/window to access vour -mail account

Credit Union savings are faderally insured to at least 5250,000 and backed by the full faith and cradit of the
United States Government.

Figure 3

After the member has confirmed the Challenge PIN address, the standard Internet Banking summary
screen will be displayed.
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From this point forward, when the member accesses Internet Banking from an un-authorized device, a
text or e-mail message with a Challenge PIN will be received, and the member will be required to enter

that PIN in internet banking before being allowed to continue:

Welcome

Enter your user name and password below, remember vour password is case sensitive. Be sure to click on the
Login button when vou are done.

Online ID
Challenge  PIN
Answer

Login Start Over

Credit Union savings are federally insured to at least 5230,000 and backed by the full faith and credit of the
United States Government.

Figure 4

The Challenge PIN will replace the Challenge Questions, and will be a different five digit number each
time the member attempts to login to an un-authorized device.
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Display Alert Log

The Display Alert Log can be used if there are delays with the members receiving their Challenge Pins for
Internet and Mobile Banking or delays in receiving alerts sent out by the credit union. This log can be
displayed to check for errors and will tell the credit union if the Alert Process is running. This will always
be running if the credit union is doing any type of alerts.

Select [Main Ribbon > Opertions > Services > Display Alert Log].

. Operzations - Services - m] *
File Go Tools Action Help

& | it g @ | search for member |- S

Description

D ATM Metworks - Extract ISO Trace Log

. D ATM Networks/Service Center - Reset

Accounting [ ATM Networks/Service Center - Start

D ATM Metworks [Service Center - Stop

Other Tasks D ATM Networks/Service Center - View Log
Back Office Transactions B Display Alert Log
Extracts [ Internet Banking - Reset

+ Operations [ Internet Banking - Start

[ internet Banking - Stop

[ Ledger Network - Start

Reparts [ Ledger Network - Stop

System Administration [ VIEW - Reset

Teller Tasks D Viice Response - Start

[ voice Response - Stop

Member

Payroll Deduction

Figure 5

After selecting “Display Alert Log”, the system displays.

Datamatic VIEW p:4
Display Alert Log =

Alert Process 15 running

Last Alert was sent on Apr 26 19:01

pould you like to display the end of the log (y/n)? _

Figure 6

Enter a “Y” after the question “Would you like to display the end of the log (y/n)?”.
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The last 20 lines of the log will be displayed. Here is an example.

: /1

: /f2/snipf1._debug

: seruer.datamatic.local
SHTP Port : alertsmtpfl
Send Max : 18
Send Sleep: 5

Waiting. ..
Honme Banking Alert (12:11:53 B82-720-2815) ...
Connecting...

Reading SHTP Banner...
Sending: 5175552222@txt.att.net: Challenge PIN (12:13:33 02-20-2015)

Waiting for Alert file...

Hone Banking Alert (12:13:33 @2-Z@8-2815)...

Connecting...

Reading SHTP Banner...

Sending: 5175552222@txt.att.net: Challenge PIN (12:13:33 02-20-2015)

Waiting for Alert +ile...
Figure 7

This is what the alert log should look like. This one shows two alerts. It shows the e-mail address, alert
type, time and date. No errors. Even though a credit union called to report that Challenge Pins were
not being received, everything was being sent just fine from the Datamatic side. Look at the date and
time of the last alert. It should be fairly recent, based on how often people login to their Internet and
Mobile Banking. If the log shows that the last alert time was two days ago, this would be a cause for
concern. If it shows one hour ago, it is most likely that not many people use Internet or Mobile Banking.

If the Alert Process is running, then the problem is most likely with the SMTP server. Contact the
Exchange or SMTP provider used by the credit union and tell them what is happening. They can then
check into the possible issues to resolve.
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If there is an error sending an alert, it looks something like this:

Waiting for Alert file..
Hone Banklng Alert (15: Eﬂ 39 B1-85-70812).

Waiting for Alert file..
Home Eanklng Alert (15: 26 15 01-85-2812).

: Ehallenﬁe PIN (15:26:15 B81-85-2812)
Error 501 [REPT T0:< >): 581 5.5.4 Invalid Address H

Waiting for Alert file..
Hone Banklng Alert (15: EB 18 B1-85-70812).

: Ehallenﬁe PIN (15:28:18 A1-85-26812)
Error 581 (REPT T0:< >): 581 5.5.4 Inualid Address™n

Waiting for Alert file...
Figure 8

Another possibility is that their Exchange or SMTP provider is refusing to accept the mail relays. In that
case EVERY message will have an error and it should say something like “mail relay not allowed”.
Datamatic does not control those messages, since they come from the SMTP server, not from
Datamatic. In this circumstance, contact the credit union’s Exchange or SMTP provider.

Another error message that is common.

Insufficient system resources - This could mean that there is a problem with the SMTP server. It could
also be out of disk space, or memory or something else.

When the error gets fixed, a bunch of alerts go out at once, instead of one at a time. This is also what
happens when E-statement alerts are sent out, which is a high volume of alerts at one time.

Datamatic only sends 10 alerts per connection, so if the alerts have a very high volume this process will
be repeated until all the alerts are sent. Datamatic connects, send 10 alerts, pause for a few seconds,
and repeat...

**Note: For In-House credit unions, the Alert Log can also be displayed at the main console in the
Operations Box using keyword - alert.
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Change Challenge PIN E-mail/Text Message Address

The member can change the Challenge PIN E-mail/Text Message Address in Internet Banking. First,
select the “My Account” link at the bottom of the window in Internet Banking.

**Note: Secondary users can also change their Challenge PIN E-mail/Text Message Address in the same
manner.

Internet Banking displays:

ANNABELLE MEMBER (**#*%2) My Account

Your security image associated with yvour account is shown to the right.  This will display

everytime you login on an autherized computer, before you enter yvour password. If you Wit
would like to change vour security image click on it and select a new one. L -
User Name Applel23
Password Change mv Password
Challenge PIN's mheist@datamatic_net <
Alerts Change mv Alerts
E-mail Address Change mv E-mail Address

Summoary | Details | Download | Draft Clearing | History | Transfer | Year to Date
Statements | My Account | Logout

Credit Union savings are federally insurefl to at least 5230,000 and backed by the full faith and credit of the
United States Government.

Figure 9

Next, select the Challenge PIN’s link.
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After selecting the Challenge PIN’s link, Internet Banking displays the “Challenge PIN Setup” window.

ANNABELLE MEMBER (***%*2) Challenge PIN Setup

Challenge PTN's are required when vou log into your account from a device that has not been authorized, as well as
anytime a high risk activity eccurs.

For best security, we recommend that vou use the "Use my Mobile Phone" option. If vour carrier is not listed, use
the "Use my E-mail" option and enter vour carrier specific Text Message E-Mail Address.

As part of this one-time setup, we will send vou a test Challenge PIN, that vou will need to confirm after clicking
on Continue.

@ Use my Mobile Phone !
Mobile # Carrier | Select a Carrier... |Z|

) Use my E-mail
E-mail

Cance

less provider based on my w

! I understand that fees for me

T2 may be ass

Credit Union savings are faderally insured to at least 5230,000 and backed by the full faith and credit of the
United States Govarnment.

Figure 10

After completing the Challenge PIN Setup window to change the Challenge PIN E-mail /Text Message
address, select the “Continue” button to save the changes.
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Alert Disclosure

If the credit union requires the member to agree to a disclosure prior to signing up for an Alert(s) in
Internet Banking or Mobile Banking or contacting the member using their cell phone, this is available.
After the credit union creates the disclosure, this must be uploaded by Datamatic to the Internet
Banking site, if applicable.

The Alert Disclosure will display if a Mobile number or a Text Message Address is found (and no date in
the Alert Disclosure field) for the member after logging in or after the Alert Menu is selected and no
date in the Alert Disclosure Date field.

The date is filled in automatically for the Alert Disclosure Date and Mobile Consent Date fields under
Member Information by the system when the member accepts the terms and conditions for receiving an
Alert(s) or calls/texts on cell phone. Also, a green checkmark will display on the Name Information
window next to the Mobile phone field. This applies to primary members only.
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Internet Banking High Risk Activity Setup

The Internet Banking High Risk Activity Setup selection is used to flag certain activities that may occur in
Internet Banking as being determined by the credit union to be high risk activities. This will provide
another layer of security for members using Internet Banking for certain activities. If any of the listed
activities is marked as being high risk, the members doing these activities in Internet Banking will be sent
a “Challenge PIN” via either a text message or e-mail each time the activity is selected that meets the
high risk criteria. The “Challenge PIN” rather than the normal Password will need to be used in order to
continue.

Each credit union will need to do their own risk analysis to determine if any of the activities should be
flagged as high risk.

Datamatic VIEW ot

Internet Banking High Risk Activity Setup

[ 1gil Pay

[ ] credit Card

[ Draft Images

[ ] transfers of and higher

[(iTransfers made; times or more in 1 business day

Figure 11

To flag an activity as high risk, click on the box next to the activity. For the “Transfers of and
higher” activity, enter the dollar amount in order for a transfer to be considered high risk. For the
“Transfers made times or more in 1 business day” activity, enter the number of times to be

considered high risk.

Select Save, to Save the changes.

By default, all of these options are turned off, so that the Credit Union can determine which activities
should require additional authentication by the member. Until the Credit Union activates one of these
options, the members will not be prompted for their Challenge PIN, except when logging into an un-
authorized device.
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Cross Accounts

The Cross Account Number(s) must be established on the member from whom the funds will be
withdrawn.

To code the member for cross member transfers (transfer to other member numbers) in Internet and
Mobile Banking, open the Member Summary window for the member in VIEW and select Internet
Banking. Next, locate the “Cross Account” options. Select the first available “Cross Account” option
and press enter or double click on the next available “Cross Account”. Use in order such as Cross
Account 1, 2, 3, etc.

**Note: The “Cross Account 1-10” fields are also under Member Information. Fields 1-5 are used for
Voice Response also. Fields 6-10 are for Internet and Mobile Banking only. If one of the Cross
Account fields is changed under Internet Banking, the field will also be changed under
Member Information and vice-versa.

The system displays.

I < MARVIN M MEMBER X
|| Mary's AmbEr T W d's by Amy Member,

Description Value -
[ Secondary Users

Access Allowed

Authentication Type 2 Factor (Challenge PIN)

Bill Pay ‘fes

Challenge PIM E-mail Address mheist@datamatic.net

m

Collect Email
Credit Card
Cross Account 1 (gllow transfers to)
Cross Account 2 (allow transfers to)
Cross Account 3 (gllow transfers to)

Cross Account 4 (gllow transfers to) {none)
Cross Account 5 (allow transfers to) {none)
Cross Account 6 (allow transfers to) {none)
Cross Account 7 (allow transfers to) (none)
Cross Account & (gllow transfers to) {none)
Cross Account 9 (allow transfers to) {none)
Cross Account 10 (allow transfers to) {none)
Discosure Date 03-11-2014
Message to Member {none)
Mobile Deposit ‘fes
Mobile Deposit Disdosure Date Never i
Figure 12

Enter the Account Base and Check Digit of the member numbers that the member displayed can transfer
to. Select “Save” to save the change.

Example: In the example pictured above, Marvin Member will be able to transfer to suffixes under
member numbers 555555-2 and 32786-6. The “from” member must have the Account Base and Check
Digit entered in the Cross Account field(s) of the members to which they can transfer to using Internet
and Mobile Banking.
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Deactivate Member

To remove a member’s access to Internet Banking, with the member displayed select “Member
Information”. Next, select “Internet Banking”.

The system displays.

Dataratic VIEW pod

Internet Banking

Current Value:  Yes

Mew Value: -

Sawve

Figure 13

Select “No” as the New Value. Select “Save” to save the change. The member (and any secondary
users) will not have access to Internet and Mobile Banking now.

Also, the Internet Banking folder under Member Information will no longer be displayed when this
option is set to “No”.
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Forgot My Password option

If the member or secondary user forgets their Internet Banking Password, they can use the “Forgot My
Password” option on the Internet Banking Login window. The only requirements are that the user has
either authorized the PC or has entered a Challenge PIN successfully and has their e-mail address
entered in the Name Information window.

If the member selects the “Forgot My Password” option, after being prompted to enter the password,
internet banking will generate a Challenge PIN. The “Internet Banking” field under Member Information
will be set to “Expired”, so that the member will be required to select a new password after the next
successful login.

Example of e-mail message sent to user:

You have been assigned a temporary password of 8Bp8Na2C.

The temporary password will consist of 8 random characters.

The user will be required to enter a new password the next time they successfully log into Internet
Banking.

**Note: The message that is displayed, if “Forgot My Password” is selected in Internet Banking and the
member does not have an e-mail address on the Name Information window is “Unable to
reset your password, please call for assistance”.

If the credit union does not have the special mail server settings, the “Forgot My Password” option will
not even be displayed in Internet Banking.
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Personal Suffix Titles - Nicknames

Internet Banking offers a way for the member to assign a “Nickname” to one or more of their suffixes.
See the “Nickname (optional)” option at the bottom of the Details window in Internet Banking.

**Note: If the member enters a nickname for a specific suffix, the nickname will be carried forward to
the “Nickname” field on the suffix inquiry. Also, if the credit union fills in the nickname on the
suffix inquiry for a specific suffix, the nickname will be displayed on the Details and Summary
windows and in the “Nickname (optional)” field in Internet Banking.

The nickname, if applicable, will show on the member statements.

Example of Internet Banking - Details window (when a nickname has been entered).

GEORGE R MILLER (**%*§) Details

If vou want to view detailed information for an account vou may do so below. Select an account, once the account
details are showing, vou will have an option for adding a Nickname' to this account.

Account: Ford Focus 6)00% ($246.91) -

Balance $10,080.53
Date of Last Activity 09/01/2004
Next Payment Date 10/01/2004
Payment Amount $246.01
Pavoff Amount $10.083.84
Payoff Interest $3.31
Transfer Amount £300.00
Transfer Donor (none)
YTD Interest £107.14
YTD Interest (Previous Vear) $0.00

Nickname (optional): @ Save

Summarv | Details | Download | Draft Clearing | Historv | Transfer | Year to Date
eStatements | My Account | Logout

Figure 14

20 Internet Banking

Datamatic Confidential This documentation is proprietary and confidential information of Datamatic Processing Inc. and can
ONLY be used for its intended use. Any other distribution, dissemination, or copying use is strictly prohibited.



Optional Software

Example of Internet Banking - Summary window (when a nickname has been entered).

GEORGE R MILLER (**#**6) Summary
Testing hb message to member.

00 Re Share ($6.132.71 RegD $6,157.71
02 Special Deposit ($75.00) £75.00

magal TRA ($1.000.00) $1,000.00
Ford Focusb.[][}% ($246.91) 10/01/2004 Pav Now $10,083.84
= gle CD 3.25% (1 Year) $3,000.00
10 Drafts ($2.672.00 $2.672.00
16 Line Of Credit Loan 16.25% (321.69 10/15/2004 Pay Now $530.87
80 Certificate Of Deposit 3.00% (5 Years) $10,000.00
81 Certificate Of Deposit 3.25% (2 Years) $12,000.00

Figure 15

Example of Suffix Inquiry for suffix 11 for above member.

=) GEORGE R MILLER (OVER 50) X
Description | Value |B
Locked Unlocked
Maturity Date 07-01-2008
Member Service Representative {none)

10-01-2004

»  Ford Focus

43
Open [ Close Flag Open
Original Amount £10,512,30
Ownership Type Individual .
Paid Ahead Option Allowed
Paid to Date £546.91
Fassbook Printing Mo Passbook
Payment Amount £246.91 E|

Figure 16
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Quick Switch Option

This allows the member to switch from one member number to another member number without
needing to logoff and log back into Internet Banking. The “Quick Switch 1-10” fields under Member
Information are used to enter the member numbers to which the member can switch.

This is a sample message on the summary screen that is bolded

ANNABELLE MEMBER (****2- Summary

00 Regular Share ($7.531.18) $7.556.18
02 Special Deposit ($0.00) $0.00
03 Traditional TRA (%4 425 00) $4.425.00
05 Installment Loan 6.75% ($269.17) 08/03/2005 Pay Now $7.780.00
06 Installment Loan 5.10% (5280 38 09/05/2004 Pay Now $14,054 61
45 Term Share Accountl 7.35% (24 Months) $2.000.00
50 Roth CD-IRA 2. 25% (36 Months) $3,000.00
70 Drafts (34.072.45) $4.072.45
15 Overdraft Protection 15.75% ($100.00 08/01/2008 Pay Now $366.44
College Fund CD 4 50% (90 Davs) $5,000.00
Figure 17

After clicking on the “Switch Account” link, a window will be displayed to select the member number to
switch to. Only the member numbers that are entered in the Quick Switch 1-10 fields will be displayed.
This allows the member doing the switch full access to the member number being switched to.

If vou want to switch to another account (without having to login again) you may do so below. After clicking on
the account you want to switch to you will be redirected to the summary.

JOSHUA L MEMBER (612-2

GLORIA P MEMBER (614-8

SILLY GOOSE-SMITH (554422-6)

Summary | Details | Download | Draft Clearing | History | Transfer | Year to Date
My Account | Logout

Figure 18

If a member has never signed up for Internet Banking access (no Internet Banking folder and the
Internet Banking option under Member Information = Never), the ability to Quick Switch to this member
through the “Internet Banking” option will not be allowed and a message of “Unable to switch accounts
at this time” will be displayed in Internet Banking when attempting to switch to the member number.
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To set up the system so that the member cannot have access to Internet Banking but another member
can use the Quick Switch feature, file maintain the Internet Banking option under Member Information
to “no”. Even though the member will not have an Internet Banking folder, the Quick Switch feature will
work as long as the member number is entered in one of the Quick Switch fields under Internet Banking
for the member doing the switching. (This might be the case for minor accounts when a
parent/guardian would like access to a minor’s accounts and they do not want the child to have access.)

This same concept will work for members that had access to Internet Banking at one time and decided
later not to have access (or they had the privilege taken away by the credit union). As long as the
“Internet Banking” option under Member Information for the member is set to “no”, the Quick Switch
feature can be used as long as the member number is entered in one of the Quick Switch fields under
Member Information for the member doing the switching.

If member A is authorized to do a Quick Switch to member B, member A will be able to do a Quick
Switch back to member A even though their member number may not be listed in one of the Quick
Switch fields under member B.

**Note: It is up to each credit union to decide whether or not to allow their members to utilize this
option, what the requirements will be, and if any authorization forms will need to be signed.

Example of the Member Information window for member on the previous page.

Description Value -
Message to Member (none)
Password e

Quick Switch 1 612-2
Quick Switch 2 614-8
Quick Switch 3 5544226
Quick Switch 4 none
Quick Switch 5 {none)
Quick Switch & (none)
Quick Switch 7 (none) E
Quick Switch & {(none)
Quick Switch 9 {none)
Quick Switch 10 (none)
Remote Deposit ‘fes
Figure 19
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Suffix Options for Internet Banking

There are a couple options on a Suffix Inquiry for both Share and Loan Suffixes that may affect Internet
Banking. These options are described below.

Internet Banking - Transfers — The Internet Banking - Transfers field allows the Credit Union to restrict
transfers at the member level. This option must be file maintained after the suffix is built. This field
supplements the existing transfer restrictions at the credit union level and should only be used when
those features do not provide enough control.

Note that this does not override the credit union wide options. For example, if the credit union
blocks withdrawals then setting an individual suffix to “Allowed” will NOT override that. The
credit union wide options take effect first. This allows capabilities to be taken away from the
credit union wide restrictions not added to them.

Examples of this would be as follows: If Christmas Club withdrawals are allowed at the credit
union level, but certain special types of Christmas Clubs are not allowed to withdraw, this would
be setup with this option. Similarly, if certain types of loans require payments to be made in
person at the credit union (for additional documentation), these could be setup here with a
“Not Allowed” selection.

The selections for this option are:
Allowed (default)
From Only
Not Allowed
To Only

Internet Banking - Visible — The Internet Banking - Visible field allows the credit union to block a specific
suffix(s) for a member from appearing in Internet Banking at all. The selections for this option are:

Yes (default)

No

24 Internet Banking

Datamatic Confidential This documentation is proprietary and confidential information of Datamatic Processing Inc. and can
ONLY be used for its intended use. Any other distribution, dissemination, or copying use is strictly prohibited.



Optional Software

Datamatic “E-Statements” option

This option is for credit unions that do not use an e-statement vendor. This option should be considered
very carefully, if the credit union wants to use this as an official e-statement option. There are some
possible legal issues that might need to be considered that this option may not satisfy.

Datamatic E-Statement criteria:

e The Internet Banking server option for E-Statements must be set to “Datamatic E-Statements”.

e The Enrollment process starts when a member selects the “e-statements” link in Internet
Banking. (See Figure 20)

e The “e-statements” link takes the member to the Datamatic VIEW statement after enrollment
process completed.

With the Datamatic E-statements, this is a viewing issue and not a statement printing issue, so Internet
Banking will show the e-statements for everyone after the server option is turned on. If the credit union
does not want to print the statements for members using E-Statements, then the member must be
coded for E-Statements, and skip them when printing. The member will be automatically coded for E-
Statements after completing the Enrollment process in Internet Banking.

After deciding to use the Datamatic E-Statements, Online credit unions can contact the Data Center to
request that members coded for E-Statements not be included on the Statement file, if statements are
not to be mailed to members signed up for E-Statements.

Skipping the printing is the step that has potential compliance issues for the credit union.

An Alert can be generated to inform the members that their e-statement is ready to be viewed. See the
Member Services manual — Alerts Chapter for more information.
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After the Internet Banking server option for E-Statements is set to “Datamatic E-Statements”, when a
member clicks on the E-Statements link in Internet Banking (see Figure 20), one of the following

scenarios will happen.

= For members that are either not coded for E-Statements OR if their E-Statement Disclosure Date
is blank, the enrollment page will be displayed. (See Figure 21) This will walk the member

through the process.

= For members that are already coded for E-Statements and the E-Statement Disclosure Date is
not blank, then the system will go directly to the E-Statement window in Internet Banking. (See

Figure 23)

Example of Summary window in Internet Banking.

MARVIN M MEMBER (**%*#*4)

00 Regular Shares ($4,931.04)
02 Christmas Club ($10.27)
03 Traditional IRA ($2.142.70)

07 InstallRev 4.85% ($288.57) 10/10/2012
38 CD-TRA 3.65% (24 Months)

60 Real Estate 7.00% ($989.67) 10/15/2012
67 Heloc 5.60% ($200.33) 10/22/2012

70 Draft Suffix ($2,125 45)

71 College Fund (38.765.34)
80 CD 1.25% (12 Months)

21 CD 4.50% (36 Months)

90 CD-IRA 4.10% (24 Months)

Account Totals
Total Shares
Total CD's
Total on Deposit
Total Loans

Business Date: 10/09/2012
Last Login: Monday, October 08, 2012 at 5:01 PM

Pay Now

Pay Now
Pay Now

$17.989.80
§38.188.10
§36.177.90
§82.778.48

Summary

§4.945.04
$10.27
§2,142.70
§14.472.83
§14.843.76
§590.677.76
$8.627.89
£2,12545
§8.705.34
$10,000.00
§6.824.18
$6.520.16

Summary D&@)ﬁm&%ﬁaﬁ Clearing | Historv | Transfer | Year to Date
Bill P& eStatememsW"i_re Transfer | My Account | Logout
v

Figure 20
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After clicking on the “e-Statements” link, this window will be displayed for members that are either not
coded for E-Statements OR if their E-Statement Disclosure Date is blank.

e‘ ‘|@ http://desktop.datamatic.net/estatement: 0 ~ & H 2 Home Banking - Support | .. * | [T "E‘|
~
SAMUEL MCKENZIE (**%%3) eStatements
Before you can enroll to receive your statements electronically, we must first verify you can view Adobe documents
correctly. Then after you have entered the passcode in the box below you must agree to the disclosure, and update
your contact information.
Step 1: Click Here to open the Acrobat document containing the passcode and enter it below.
Enter Passcode:
Step 2: Read and agree to this disclosure EaCh Cl’edlt union W|”
Deas Valued Meatber. «— decide the wording used
ar ember: Py .
‘Welcome to Your Credit Union's FREE eStatement Service! fO r th € d IsC IOS ure th at
1. Thank you for enrolling in Your Credit Union's free eStatement service. Wi ” appearin th IS area.
2. You will need a PDF Reader to view your eStatements.

3. By signing up for eStatements, you've agreed to receive all required regulatory mailings

4. We are unable to send you both an eStatement and a paper statement simultaneously. If W
upon trving eStatements. vou would rather return to receiving vour statement in its paver

Step 3: Update your contact information below.

E-mail Address: |

Summary | Details | Download | Draft Clearing | History | Transfer | Year to Date
eStatements | My Account | Logout

N C UA Federally insured by NCUA >

Figure 21

Step 1: Click on the “Click Here” to view the Adobe Acrobat document with the passcode.
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The system displays.

R I — e NI

_@ _@ _@‘ |_z[ % | 11‘ o) + ‘ | = Iz ‘ lz‘ Tools  Sign = Comment
| ] E
' The Credit Union logo
can be placed here, if
desired.
The Go-Green passcode
can be used or the credit
union can choose
something different, if
they desire.
Go-Green
Figure 22

This verifies that the member can view an Adobe Acrobat (.pdf) file. Enter the passcode in the area
provided. In this example, the passcode is Go-Green. Close the .pdf file.

Step 2: Read the disclosure.

Step 3: An e-mail address is required for all members receiving e-statements. Either enter the
appropriate e-mail address or update the e-mail address, if needed.

Lastly, if the member agrees with the disclosure and wants to continue, click on the “l agree” button.
The system displays the E-Statements window with links to the E-Statements that are available in
Internet Banking. The member can click on the “Cancel” button, if they choose not to continue.

After the E-Statement enrollment process has been completed, the following fields will be updated in
VIEW on the member. Both of these fields are located in the Member Information window.

e E-Statement field will be changed to “Yes”.
e E-Statement Disclosure Date field will be changed to Today’s Date.
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Example of “Statements” window in Internet Banking window.

MARVIN M MEMBER (****§)

Optional Software

Statements

Reader to view these statements.

August 2012
July 2012

June 2012

Mav 2012

April 2012
March 2012
February 2012
January 2012
December 2011

November 2011

The following statements are available for viewing, click on a link to view that statement. You will need Adobe

**Note: The maximum number of
statements that will be displayed in
Internet Banking is 18. Even though
the maximum number of statements
in the Statements folder on the
Member Summary window is 100,
only the last 18 will display here for
the member to view.

e Uml‘ﬂ' Mv Account | Logout

Credit Union savizgs ave fedesally inswed 1o at beast $250,000 and backed by the full fasth and credst of the
Uzsted States Government.

g | Histor; | Transfer | Year to Date

A0 -

Figure 23

Select one of the statement links to view a statement. See example below.

™ -l
STATEMENT OF ACCOUNT
OWNERSHIF OF SHARE. DEFOSIT, AND CERTIFICATE ACCOUNTS SHOWN ON =
STATEMENT IS NOT TRANSFERARLE EXCEPT ON “IFBMDFHFCRI'DITLIMM
ach loan marked  * s open end credil. The dally penodic rate and
me ANNUAL PERCENTAGE RATE used to cmumem FINANCE L
CHARGE fir each of
relating to that loan. mdmpemn(.meisappman balance for
‘aach day such batance i cutstanang: your bakance changes as new
AMOUNES Are DEmowed and 4% Payments ane mase of edils ghen
NOTICE: SEE DISCLOSURE FOR IMPORTANT INFORMATION
REGARDING YOUR RIGHT TO DISPUTE BILLING ERRORS.
r MEMBER NAME [ ACCOUNT NUMBER STATEMENT PERIOD
MAREVIN M MEMBER 510578 0g=01-12 To 08-31-12
MARGARET A MEMBER
56561 EAST LINCOLN DR i 2]
WASHINGTON DC 11111-7878 SSN SEQUENCE | wul cooe | PAGE
205 1
L J
Thiz is a free form area to enter information to display on
the member's statements. The message will show on tﬁ
rinted statements & the Datamatic version of e-statements.
~ontact us at 555-444-5555, if there are any questions.
([ mescron TRANSACTION DESCRIPTION AMOUNT  PA™SONIS.CRIDTS  pance coanoe BALANCE |
00 REGULAR. SHARES
08-01-12 Previous Balance 1281.80
08-03-12 Deposit-Intercifice Trf. 1000.00 2281.80
Transfer From: 61057-6-70
08-03-12 Deposit 3500.00 578l1.80
08-06-12 Withdrawal-Transfer 114.70 5667.10
08-15-12 Withdrawal-Transfer 989,67 4677.43
08-21-12 Deposit-Payroll 384.00 5061.43
Reed Insurance Co Payroll
08-22-12 Withdrawal-Fhone Transfer 850.00 4211.43
Transfer To: €1057-6-T0
08-22-12 Withdrawal-Transfer 156.€7 4054.7¢
08-31-12 Withdrawal-Service Charge 0.7 4054.01
Phone Transfer Charges
02 CHRISTMAS CLUB
08-01-12 Previous Balance 1372.53
08=-07-12 Deposit-Intercffice Trif. 10.62 1383.15
08-17-12 Deposit Trgﬂgier 90,00 1473,15% -
Figure 24
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To display the information on the back of the statement, click on the “Back of the Statement” link at the
bottom of the window. **Note: In order for the members to be able to view the back of the statement
in Internet Banking, the credit union must add the statement background page to their website and a
link must be created to the Statement page. The URL address of the web page will be needed to
complete this. Contact Datamatic Customer Support at 1.800.825.3854 for assistance in setting this up.

Also, contact Customer Support to request that a .pdf file of the standard back of the statements be e-
mailed to you for this purpose.

| &3 beto /e dutamatic.net satemantibcnn
Eie Edn View Fpeoetes  Jock  Help

Bor B v Bager Sy Toos- @ |
MICHAEL P GREEN (**#*T) Statements

£ = 32X} S Home Banking - Support | . ¥

The followimg statements are available for veewing. click on a bink 1o view that statement. You will need Adobe
Bieader to vaew these stalements.

alv 2012

Jang 2012

Max 2012
Apeil 2012
March 2013
Eebruars 7012
Tagmary 7012
December 2011 =
Navember 2011
October 2011
Septeiber 2011

August 2011

July 2011
June 2011
Mav 2011
Apnl 2011
Magch 2011
Ecbruary 2011

Back of the Statement

v

s -

Figure 25
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Third Party E-Statements

The credit union can use a third party e-statement vendor to offer e-statements to the members.
Contact Datamatic Customer Support, if the credit union is interested in offering e-statements through a
third party vendor, for a list of the vendors supported by Datamatic. If a new vendor is being considered
that is currently not supported by Datamatic, provide us with a contact name and phone number (or e-
mail), so we can contact them.

Information after setup has been completed:

If the credit union uses a third party e-statement link, then the e-statement link in Internet Banking will
take the users to the third party site. This appears ONLY if the member is CODED for e-statements
(under Member Information). The “E-Statement” option under Member Information must be “Yes”.

For third party vendor E-statements:
e Member must be coded to see the link.
e Link takes you to the third party E-statement.

With third party e-statements there is an external signup process that needs to be completed, so
Internet Banking does not necessarily show the link for everyone. (See “E-Statement Vendor” options
below.)

Internet Banking server options for third party e-statements.

® E-Statement User - This is used to enter the E-Statement User assigned by the E-Statement vendor
for the credit union. This field will only be activated, if required by the vendor selected. For e-
statement users only.

® E-Statement Key - This is used to enter the E-Statement Key assigned by the E-Statement vendor for
the credit union. This field will only be activated, if required by the vendor selected. For E-
Statement users only.

® E-Statement Link Title - This is used to enter a unique title for the E-Statement link in Internet
Banking. This can be up to 20 characters in length. The default title is “E-Statement”, if a unique
title is not entered. For E-Statement users only.

® E-Statement Password - This is used to enter the E-Statement Password assigned by the E-
Statement vendor for the credit union. This field will only be activated, if required by the vendor
selected. For E-Statement users only.

® E-Statement Vendor - Select the appropriate E-Statement vendor option. For E-Statement users
only. The currently supported vendors are:
None
Digital Mailer (single signon)
Digital Mailer (Always Show Link) ***
Sage Direct (single signon)

31 Internet Banking

Datamatic Confidential This documentation is proprietary and confidential information of Datamatic Processing Inc. and can
ONLY be used for its intended use. Any other distribution, dissemination, or copying use is strictly prohibited.



Optional Software

*** This option allows for the E-Statements link at the bottom of the Internet Banking window to be
displayed regardless if the member is coded for E-Statements (on the Member Information
window). (See “Digital Mailer (Always Show Link)” below.)

Additional Information: For the (single signon) selections, the member must be coded with “Yes”
by the credit union for the “E-Statement” field (on the Member Information window) to see the “E-
Statement” link to the e-statement vendor on the Internet Banking window.

Digital Mailer (Always Show Link) - With this vendor selection, the “E-Statement” link to Digital
Mailer on the Internet Banking window will be displayed for all members. If the “E-Statement” field
(on the Member Information window) is not set to “yes”, a box will display in Internet Banking (after
the member clicks on the “E-Statement” link) to prompt the member to sign up for E-Statements.
Digital Mailer will need to contact or send the information to the credit union, so that the “E-
Statement” field can be changed to “Yes”, as member’s signup. This will allow their statement
information to be included on the next statement file sent to Digital Mailer. If already signed up for
E-Statements, after the member clicks on the “E-Statement” link, Digital Mailer will display the
statement information based on the member number logged in.

Under Member Information on the Member Summary window, the “E-Statement” field must be set to
“Yes” for members who want to receive E-Statements. As far as members being included on the
statement file sent to the E-Statement vendor, only the members with “Yes” in the “E-Statement” field
will be included.
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Password

**Note: For convenience, the Internet Banking chapter from the Member Services Manual is included
in this manual.

To enter an internet banking password for a member, select one of the following:

e Tools on the Menu Bar then Set Internet Banking Password.
e With the member displayed, select Member Information. Next, select Internet Banking
Password.

The Set Internet Banking Password window is used to create the initial internet banking password for a
member. It can also be used to reset the member’s password, if necessary.

Datamatic VIEW =

@ Set Internet Banking Password

Member;

556252 | }_

Figure 26

If a member is displayed prior to this option being selected, the member number will be filled in
automatically. Otherwise, enter the member number.

Continue to the next window.
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The system displays.

Datamatic VIEW ot

@ Set Internet Banking Password

Voice PIN

() Social Security Number
Ise |ast four digits of 55N,

() other
Enter password:

Figure 27

Select the appropriate password type. If “Other” selected, enter the password. This can be 1-14
characters in length - Alpha or Numeric.

If the credit union has chosen one of the “Password Complexity” options (on the Internet Banking
server) that require a complex password to be used, the following criteria will need to be used when
entering a password:

At least one alpha and one numeric/symbol character are required in the password. A message
will display, if an attempt is made to change the password to one that does not meet the
requirements.

The “Voice PIN” option will not be active, if the member does not have a voice pin on the system.

Continue to the next window. The system displays a window to preview the information entered in the
wizard. If necessary, select the arrow in the upper left corner of the window to return to any of the
previous windows and make changes.

Select Next to preview the changes made. Select Finish to add the Internet Banking Password on the
system.
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**IMPORTANT:

The first time that the member logs into Internet Banking, it will be necessary to use a PC. The Mobile
Banking product cannot be used for the first login. Mobile Banking is a companion product of Internet
Banking and does not have all of the functions of Internet Banking. The security picture and
authentication process must be done through Internet Banking. **Note: It is possible, however, to use
a smart phone with access to Internet Banking for the first login.

The “Set Internet Banking Password” option can be used even if the Internet Banking option under
Member Information is set to “no”.

After completing the window, the “Access” field in the Internet Banking folder will automatically be
changed to “Temporary Password” and the Internet Banking field under Member Information will be
changed to “yes”. This will happen regardless of which password type (Voice PIN, Social Security
Number or Other) is selected. The “Temporary Password” status will cause internet banking to prompt
the members to change their password the next time they log into internet banking. After the member
changes their password, the “Access” field in the Internet Banking folder will be changed to “Allowed”.

If the member enters an incorrect Internet Banking password, a message of “Invalid Account or
Password” will be displayed. After 5 invalid login attempts by the member, the “Access” field (under the
Internet Banking folder) for the member (or secondary user) will automatically be changed to
“Disabled”. The user will need to contact the credit union, if their “Access” field is changed to Disabled,
and be assigned a temporary password or the member/user can reset their password using the “Forgot
My Password” option in Internet Banking.

See “Internet Banking Setup” (see pages 54-55) for the days of inactivity until user is disabled, days of
inactivity until temporary password disabled and days until a password is expired for a user. These
three items are determined by the credit union using this option.
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File Exchange

Remote Capture

The Remote Capture option in Internet Banking allows a (business) member to deposit checks through
Internet Banking and send it securely to the credit union to process. There are several things that need
to be setup before a business member will be able to use this process.

General Information

The member needs a special scanner and software program (see two paragraphs down) on PC that has
access to the internet. A selection called "Remote Deposit" will display for the member to select in
Internet Banking. The member will browse for the check file created when they scanned the checks on
the PC and click on the "Upload Now" button.

Remote Capture allows credit unions who utilize Check 21 to enable their business accounts to scan
deposit items at the business and upload the images through internet banking. The credit union will
then import those scanned check images into their Check 21 system and process the deposit manually
using the new 45 method code and entering the deposit amount in as “Checks Received”. The scanned
check images take the place of the physical check deposit. The member’s copy of the remote capture
deposit receipt should be placed in the teller drawer with their checks received and counted as a check.
These transactions can be processed using a dedicated “remote capture” teller or intermixed with
regular teller transactions. Each credit union will decide on the procedures to be followed for their
credit union.

The credit union would need to provide the business account with the same type of Check 21 hardware
and software that is compatible with what is used at the credit union. The member needs to produce a
Check 21 file that can be delivered to the credit union, and then the credit union can process with their
Check 21 system.

Note: Datamatic is just the transport mechanism of the intermediate file. The CU’s Check 21 vendor
provides them with the hardware and software to scan the checks and export/import the files.

Options in VIEW to be setup

= Internet Banking folder for the business member: Remote Deposit must be set to "yes". This
determines which members are authorized to do Remote Deposits.

= Any secondary users need to be setup for security for Remote Deposits. This is done under the
Internet Banking folder then selecting the Secondary Users folder then selecting the specific
secondary user.

= File Exchange E-mail Notification (primary) and (secondary) needs to be filled in. This is under
[Main Ribbon > System Settings > Internet Banking Setup]. This determines who on the staff will
be sent an e-mail when a Remote Deposit transaction is received by the credit union.
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= Security for File Exchange (Remote Deposit) needs to be marked which means “permitted”. This
is under [Main Ribbon > System Settings > Tellers > Basic tab]. This determines who on the staff
can process Remote Deposit transactions.

= See the Remote Deposit type under [Main Ribbon > System Settings > Hold Types], if check
holds are to be done on remote deposits.

Example of the process from the member side.

After logging in to Internet Banking, the window displays.

@ hitp:/fweb.datamatic.net/summary.aspx O - 2 & | & Home Banking - Support [ .. * ok 3

File Edit View Favorites Tools Help

& - ~ [ @ - Pagev Safety~ Tools~ @~ M| [

Take Internet Banking on the road with you. Introducing Mobile Baniking - Contact a Member Service
Representive for details. Qur Office hours are 8:30 to 5:30 Monday through Friday and 8:00 to 12:00 on

Saturday.
JONES FLOWER SHOP AND GIFTS (****0) Summary
00 Regular Shares (§3,027.13) $5.042.13
03 InstallRev 6.50% ($180.00) 07/1612013 Pay Now $1,02634
61 Real Estate 5.55% ($544.00) 08/1212013 Pay Now $46,156.31
73 Business Checking ($3,000.00) $3,000.00
Account Totals

Total Shares $8.042.13

Total CD's $0.00

Total on Deposit $8.042.13

Total Loans $47,182.65

Business Date: 07/12/2013
Last Login: Friday, July 12, 2013 at 11:42 AM

v | Deta

ity Beynload | Draft Clearing | History | Transfer | Year to Date
Remote Depos

it Jtatements | Wire Transfer | My Account | Logout

Credit Union savings are federally insured to at least $250,000 and backed by the full faith and credit of the
NCUA  [ussinsosisie

#100% -

Figure 28
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After selecting “Remote Deposit”, the window displays.

ic.net/remote_deposit. £ - 8¢ || & Home Banking - Support | .

© File Edit View Favorites Tools Help

- v [ @ v Pagev Safetyv Toolsv @+ M W]

JONES FLOWER SHOP AND GIFTS (*¥**0) Remote Deposit

Enter the file name or click on the Browse button to select the file to Upload. Be sure to click on the Upload Now
button to start the upload process when you are done.

Upload Now \

Summary | Details | Download | Draft Clearing | History | Transfer | Year to Date
Remote Deposit | Statements | Wire Transfer | Mv Account | Logout

* Required

Credit Union savings are Sederally insured to at least $230,000 and backed by the ful faith and credit of the
NCUA  [Ristwpmycsmne

#100% -

Figure 29
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Next, click on “Browse” and find the Check 21 file that was created by the business. After the file is
located, double click on the file. The directory and file name will be inserted in the “File Name” space.
The system displays.

ic.net/remote_deposit. £ - 8¢ || & Home Banking - Support [ .. *

File Edit View Fovorites Tools Help

& - v [ @b v Pagev Safetyv Tooksv @~ N @]

JONES FLOWER SHOP AND GIFTS (¥***0) Remote Deposit

Enter the file name or click on the Browse button to select the file to Upload. Be sure to click on the Upload Now
button to start the upload process when you are done.

File Name™  C:\Datamatic\Test document for Remote Capture.pdf

Upload Now

* Required \

Summary | Details | Download | Draft Clearing | Historv | Transfer | Year to Date
Remote Deposit | Statements | Wire Transfer | Mv Account | Logout

Credit Union savings are Sederally insured to at least $230,000 znd backed by the ful faith and credit of the
LoV e States Government

#100% -

Figure 30

Next, select the “Upload Now” button. The system displays.
>

éi Test document for Remote Capture.pdf was uploaded successfully.

oK

Figure 31

After the member selects the OK button, the Summary window is displayed. That is all that is required
by the member.
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An e-mail will be sent to the e-mail address(es) in the File Exchange E-mail Notification fields under
[Main Ribbon > System Settings > Internet Banking Setup].

E 5 3 [ Rules - T Find
wlgnore x -\_E [= .‘_; EaMeeting LE Updates from Li... QTO Manager b |3 ules . a& & Fin Q
,'-Eka Team E-mail “ Done ,{E OneNote % Related ~
-~ Delete Reply Reply Forward B - . _ Move Mark Categorize Follow | Translate Zoom
| & tunk T 2 More (% Reply & Delete  “7 Create New S 2% [ adions ~ | unread 2 up - S Iy select~
Delete Respond Quick Steps [Pl Move Tags ] Editing Zoom
From: Internet Banking <info @datamatic.net> Sent:  Fri 7/12/2013 4:51 PM
To: Mary Heist
Cc
Subject: File Received
' R : iz
A file has been received in the File Exchange ’
-
v
Connect to social networks to show profile photos and activity updates of your colleagues in Outlook. Click here to add networks. x
T 1 T 1 =

Figure 32

Next is the Credit Union part of the process.

Now, the Remote Deposit is in the File Exchange folder in VIEW. An employee with security access for
File Exchange (Remote Deposit) needs to process the deposit. **Note: The file can only be downloaded
ONCE. It is automatically removed from file exchange after this, so do not lose the file on the PC.

F File Exchange E@u

File Go Tools Action Help

O | £ g @@ |Searchformember> [ [+] =pGo

~ Member Type Date/Time Size
B JOMES FLOWER SHOP AND GI (222-0) Remote Deposit Mov 10 09:51:01  82KB

Member
Add Member Wizard
Bulletin Board
+ File Exchange
Lending
Other Inquiries
Pending Contact Changes
Pending Member
Safe Deposit Bo:

Task Information

Accounting

Other Tasks

Figure 33
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When ready to process the Remote Deposit, double click on the file in the File Exchange area. If there is
more than one, each must be processed separately. The system displays.

r© N

Downleading...

'JONES FLOWER SHOP AND GIFTS (222-0) on Nov 10 095101" <

Completed. File is located in C:\Datamatic

|
Close

Figure 34

Select the “Close” button. The file is now removed from the File Exchange area.

Next, go to the C:\Datamatic folder and find the file. The file name shows at the top of the window
above (see red arrow above). The check images scanned by the business member will be in the file.
The credit union will process the Remote Deposit according to their procedures. The file must be
imported as is into the Credit Union’s Check 21 software. The file may need to be renamed first,
depending on the Credit Union’s Check 21 software...
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Wire Transfer Request

The Wire Transfer option in Internet Banking allows a (business) member to fill out a Wire Transfer
request and send it securely to the credit union to process. The credit union will need to setup the
member to be able to use this feature. This is done by file maintaining the “Wire Transfers” field to
“yes” in the Internet Banking option under Member Information. There is also a “Wire Transfers Fee”
field to enter the fee amount that the member will be charged for wire transfers. After file maintaining
the Wire Transfer field to “yes”, the (business) member will see the “Wire Transfer” selection in Internet
Banking. See example below of the Summary window.

Total on Deposit $47,438.21
Total Loans $103.225.94

Business Date: 10/22/2009
Last Login: Wednesday, February 11, 2009 at 9:30 AM

Summary | DetailspPownload | Dral™alearing | History | Year to Date
Statemekts | Wire Transfer | M Account | Logout

Figure 35

After selecting the “Wire Transfer” selection in Internet Banking, the following window is displayed.

Support

MARVIN M MEMBER (*¥%%6) Wire Transfer

Enter the amount, originator account, receiving institution and final beneficiary information. Be sure to click on the
Request Wire Transfer button when vou are done.

Amount” |
Originator Account” 00 Regular Shares (54,357 91) -
Originator Address! 111 MAIN STREET

ANYTOWN, MI 48999-1111

Receiving Institution”

Receiving Institution ABA”

Beneficiary Name
Beneficiary Account

Beneficiary Address

Final Beneficiary Name
Final Beneficiary Account”

Final Beneficiary Address!

Request Wire Transfer \

100 and over

Figure 36

After the member enters the information for the Wire Transfer, the member would click on the
“Request Wire Transfer” button. The Wire Transfer request will be transmitted to the credit union and
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be placed in the File Exchange window under [Main Ribbon > Accounting > File Exchange]. The member
will see a message displayed of “Wire Transfer Request was submitted successfully”, if done correctly.

File Exchange window in VIEW.

S 7
[~ File Exchange lilglg
File Go Tools Action Help ‘
I —
N ‘Type ‘Dat&,ﬂ'\me Size
Member [ SARA M WALKER-SMITH (4556-7) Wire Transfer Nov 10 10:51:01  4KB
Add Member Wizard (7] JOHN M JONES (5610-0) \Wire Transfer Nov 10 11:25:01  4KB
- ‘Wire Transfer Mov 10 10:20:01

Other Inguiries

Pending Contact Changes

Pending Members

Safe Deposit Boxes

Figure 37
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To view the Wire Transfer request, first double click on the member’s name. The file (.pdf) will be
transferred to the C:\Datamatic folder. The file can then be opened from the C:\Datamatic folder so
that the Wire Transfer can be processed. The file name will start with the member’s first name. See
example below after opening the .pdf.

%) MARVIN M MEMBER (61057-6) an Oct 22 1047.pdf - Adobe Reader = | B i
| File Edit View Document Tools Window Help ®
= &€ 1 /1  ® @® 12% - i [ §Find =

Wire Transfer Request
Home Banking - Support

Date of Transfer: 10/22/2009
Originator Name: MARVIN M MEMBER (****g)
Originator Account Number: 61057-6-00

mn

111 MAIN STREET
ANYTOWN, MI 48999-1111

Originator Address:

Receiving Financial Instifution:
Receiving Financial Instifution ABA:

Beneficiary Name (optional):

Beneficiary Account Number (optional):

Beneficiary Address (optional):

Final Beneficiary Name:
Final Beneficiary Account Number:

Final Beneficiary Address:

Amount of Wire:
Wire Fee:
Total Debit to Orignator's Account:

BANK OF AMERICA
111111111

MARK SMITH

2222227

700 MAPLE STREET
LITTLE TOWN. MI 44444-11111

MARK SMITH

2232227

700 MAPLE STREET
LITTLE TOWN, MI 44444-11111

$2.000.00
$25.00
$2.025.00

Figure 38

The wire transfer would need to be authenticated and processed based on procedures of the credit
union. The wire transfer fee will also need to be withdrawn from the member’s suffix and the
appropriate general ledger account credited.

In order to have access to the File Exchange window to process wire transfers, the employees will need
the “File Exchange (Wire Transfer)” marked which means “permitted”. This is done under [Main Ribbon
> System Settings > Tellers > Basic tab] for each specific employee.

After a file in the File Exchange area (see Figure 37) is downloaded, the file will no longer appear in this
area. If a downloaded file is misplaced or deleted in error and needs to be downloaded again,
programming can restore the file today (if it was downloaded today) or for a past date if the credit union
has the End of Day backup tape for the day the file was downloaded. Contact Customer Support for
assistance.
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Internet Banking Folder

The following are descriptions of the fields in the Internet Banking folder under the Member Summary.
This folder will only display when the Internet Banking field under Member Information is set to “Yes”.

= MARVIN M MEMBER b
Description Value |«
f@ Secondary Users
Access Allowed
Authentication Type 2 Factor {Challenge PIN)

Eill Pay Yes
Challenge PIN E-mail Address mheist@datamatic.net

Collect Email MNo

Credit Card Mo

Cross Account 1 (allow transfers to) 555555-2
Cross Account 2 (gllow transfers to) 32736-6
Cross Account 3 (gllow transfers to) (none)
Cross Account 4 (gllow transfers to) (none)

Cross Account 5 (gllow transfers to) (none) -

Figure 39

Secondary Users: This folder can be used by the credit union to set up additional internet banking users
for the member number. Different levels of security can be assigned to the additional users, as well as,
each will have their own User ID and Password to gain access to internet banking. After selecting the
folder, the system displays “Double click here to add a new secondary user”. Double click and the

system displays:

Datamatic VIEW

Add Secondary User

User ID:

Enter NEW Password:
Confirm MEW Password:
ACcess:

Authentication Type:
Challenge PIM E-mail:
Email Address:

Description:

Security:

Figure 40

Datamatic Confidential

Temporary Password

Edit

Save

Single Factor -
el pay [Jcredit card [ inquiries
|:| Remote Depaosit |:| Statements |:| Transfer
[ wire Transfer
45
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e User ID: Enter the User ID to be used when the secondary user logs into Internet Banking. The
maximum number of characters (including spaces) that can be entered is 40.

A message of “User Name is already in use” will be displayed if a duplicate user name (name
already used) is entered in the User Name field in the Internet Banking folder. This same
message will be displayed in Internet Banking if members are attempting to change the User
Name and a duplicate user name is entered.

e Enter NEW Password: Enter the password to be used by the secondary member.
e Confirm NEW Password: Re-enter the password.

e Access: Used to control access for the secondary user for Internet Banking. The options are:

= Allowed

= Disabled (Automatically changed to “disabled” after 5 invalid login attempts. Also
displayed after a temporary password is disabled or after xx number of days of
inactivity.)
Expired Password (Displays after a password is expired.)
Temporary Password (Displays after a temporary password is assigned by the credit
union. This prompts the secondary user to change password with next login. Changes
to “Allowed” after new password entered by the primary member.)

438

o Authentication Type: Used to identify the authentication type currently applicable to the
secondary user. If the secondary user has completed the “Challenge PIN Setup”, this field will
be set to “2 Factor (Challenge PIN)” automatically. Otherwise, “Single Factor” is displayed. The
options are:

Single Factor **
2 Factor (Challenge PIN)
2 Factor (Challenge PIN on every login) ***

**Note: The credit union can reset (delete) the security image, challenge PIN address and
authorize computer options for a secondary user by file maintaining this option to
“Single Factor”. The secondary user will need to go through the initialize Internet
Banking steps again the next time they use Internet Banking. There will be no
prompt to change the User Name when this is done.

***¥Note: The credit union can file maintain a secondary user so that a “Challenge PIN” will be
required each time Internet Banking is used, if deemed necessary. This can only be
done after the Challenge PIN Setup has been done by the secondary user.

e Challenge PIN E-mail: Displays the e-mail address or text message address currently being used
for sending a Challenge PIN. To change the Challenge PIN E-mail address, if necessary, select the
“Edit” button to the right of the option. A window will be displayed to select either Mobile
Phone and enter the ten digit cell phone number, as well as, select the carrier from the drop
down list ** provided or select E-mail Address and enter the e-mail address to be used.
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** 1f the carrier is not displayed in the drop down box, enter the full text message address in the
E-mail Address area on this window.

***Note: The “Challenge PIN E-mail” address cannot be deleted. The “Challenge PIN E-mail”
address is required for all members/secondary users that are using Internet Banking.
If it really needs to be deleted, change the members/secondary user’s Authentication
Type to “Single Factor”.

e E-mail Address: Optional. Enter the e-mail address for the secondary user, if applicable. This
would be used if the user forgot their password and selected the “Forgot My Password” option
in Internet Banking. See the “Forgot My Password” section, for more information.

o Description: This is an optional field that can be used to help identify the secondary user, if
necessary. For example, on a business account, the description for a secondary user might be
President, Secretary, etc. The maximum number of characters (including spaces) that can be
entered is 25.

e Security: Click on the options that the secondary user will be able to access in Internet Banking.
**Note: If the security option for “Transfer” is not checked, the “Pay Now” option on the

Summary window in Internet Banking will not be displayed.

Select “Save” to save the changes. The system displays.

(=l MARVIN M MEMBER X

| Mary's member. Mo w/d's by Amy Member.

User ID Access Activity Date Last Challenge PIN Description

¥ Double dick here to add a new secondary user. ..
D Margaret Allowed 07-27-2012 #29074 sent on 07-27-2012 at 09:51 AM daughter

N

The “Last Challenge PIN” field represents the last
Challenge PIN sent out for the secondary user. The
date and time the PIN was sent is also displayed. This
might be used by the staff when assisting
members/users having issues logging into Internet
Figure 41 Banking and unable to receive the Challenge PIN.

The “Activity Date” field represents the most recent login to Internet Banking or Mobile Banking for the
user. This is the same date as the most current date displayed for the user in the Internet Banking
Inquiry (under Other Inquiries). The “Activity Date” also used for the # of days of inactivity before the
user is disabled.

To make changes to a secondary user, either highlight the name and press enter or double click on the
name. The Edit Secondary Name window is displayed.

To disable a secondary user, file maintain the “Access” field for the secondary user to “Disabled”.
Another way would be to remove the secondary user from the secondary user’s folder. This is done by
highlighting the secondary user’s name and pressing the delete key. Select “yes” to confirm the removal
of the secondary name or select “no” and the secondary name will not be removed.
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The remaining fields in the Internet Banking folder are as follows:

Access: Used to control access for the primary member for Internet Banking. The options are:

= Allowed

= Disabled (Automatically changed to “disabled” after 5 invalid login attempts. Also displayed
after a temporary password is disabled or after xx number of days of inactivity.)

= Expired Password (Displays after a password is expired.) **Note: This option is not displayed
in the drop down list for file maintenance on the member.

= Temporary Password (Displays after a temporary password is assigned by the credit union in
the “Set Internet Banking Password” wizard. This prompts the member to change password
with next login. Changes to “Allowed” after new password entered by the primary member.)
**Note: This option is not displayed in the drop down list for file maintenance on the member.

Activity Date (primary user): Represents the most recent login to Internet Banking or Mobile Banking
for the user. This is the same date as the most current date displayed for the user in the Internet
Banking Inquiry (under Other Inquiries). The “Activity Date” also used for the # of days of inactivity
before the user is disabled.

Authentication Type: Used to identify the authentication type currently applicable to the primary
member. After the member has completed the “Challenge PIN Setup”, this field will be set to “2 Factor
(Challenge PIN)” automatically. Otherwise, “Single Factor” is displayed. The options are:

Single Factor **

2 Factor (Challenge PIN)

2 Factor (Challenge PIN on every login) ***

**The credit union can reset (delete) the security image, challenge PIN address and authorize computer
options for a member by file maintaining this option to “Single Factor”. The member will need to go
through the initialize Internet Banking steps again the next time they use Internet Banking. There will be
no prompt to change the User Name or Password when this is done.

***The credit union can file maintain a member or secondary user so that a “Challenge PIN” will be
required each time Internet Banking is used, if deemed necessary. This can only be done after the
Challenge PIN Setup has been done by the member user.

Bill Pay: Used to identify members for bill payer. **Note: When a 00 suffix is closed (either by
transaction or file maintaining the status to closed), this option will automatically be changed to “No”.
The options are:

Yes

No (default for a new member)

Challenge PIN E-mail Address: Displays the e-mail address or text message address currently being used
for sending a Challenge PIN. To change the Challenge PIN E-mail Address, if necessary, double click on
the option. A window will be displayed to select either Mobile Phone and enter the ten digit cell phone
number, as well as, select the carrier from the drop down list ** provided or select E-mail Address and
enter the e-mail address to be used. See picture on the next page.
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** |If the carrier is not displayed in the drop down box, enter the full text message address in the E-mail
Address area on this window.

Datamatic VIEW pod

Challenge PIN E-mail Address

Current Value:  mheist@datamatic.net
**Note: If the box is

(®) Mobile Phone checked, a test message
Bhone: of “(Test Alert) this is a
Test Alert from the
Carrier: ~ Credit Union” will be

sent to either the Mobile
Phone as a text message
or to the E-mail Address
entered after selecting
the “Save” button.

() E-mail Address

E-mail:

[ ]send Test on Save

Figure 42

The “Challenge PIN E-mail Address” cannot be deleted. The “Challenge PIN E-mail Address” is required
for all members/secondary users that are using Internet Banking. If it really needs to be deleted, change
the members/secondary user’s Authentication Type to “Single Factor”.

Challenge PIN Last Sent: Displays the last challenge PIN sent to the member. The date and time the PIN
was sent is also displayed. This might be used by the staff when assisting members/users having issues
logging into Internet Banking and unable to receive the Challenge PIN.

Collect Email: This is for credit union information only.

Credit Card: Used to determine if the member will have access to credit card information in Internet
Banking. The options are:

Yes (default)

No

Cross Account 1 through 10 (allow transfers to): Used to enter the member numbers to which the
member can transfer to through Internet Banking and Voice Response. Enter the Account Base and
Check Digit. **Note: Fields 6-10 are for Internet Banking only. Also, the Cross Account 1 through 10
fields are under both the Member Information and Internet Banking folders. If one of these fields is file
maintained, it will be changed in both places.

Disclosure Date: For credit unions that require the member to agree to a disclosure prior to using
Internet Banking. This date is filled in by the system when the member accepts the terms and
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conditions for Internet Banking. (After the credit union creates the disclosure, this must be uploaded by
Datamatic to the Internet Banking site, if applicable.)

Message to Member: This can be used to enter a message that will be displayed in Internet Banking.
The maximum space is 40 positions. The message will be visible on the Member Summary window, will
be in red and centered before the list of suffixes.

Mobile Deposit: This will allow members to deposit checks by taking a picture with a smart phone using
Mobile Banking. (Contact Alan Ross at Datamatic at aross@datamatic.net, if interested in more
information on offering Mobile Deposits to the members.) The options are:

Yes (default)

No

Mobile Deposit Disclosure Date: For credit unions that require the member to agree to a disclosure
prior to using the Mobile Deposit feature in Mobile Banking. This date is filled in by the system when
the member accepts the terms and conditions for Mobile Deposits. (After the credit union creates the
disclosure, this must be uploaded by Datamatic to the Internet Banking site, if applicable.)

Mobile Deposit Profile: This is used to assign a level or parameter for the member for using the Mobile
Deposit feature, if applicable. **Note: The different levels or parameters are setup under [Main Ribbon
> System Settings > Internet Banking Deposit Profile Setup].

Password: Used to enter a Internet Banking Password for the member. Displays **** regardless if
password entered or not. (This can be 1-14 characters in length - Alpha or Numeric.) **Note: If the
credit union has chosen one of the “Password Complexity” options (on the Internet Banking server) that
require a complex password to be used, the following criteria will need to be used when entering a
password:

At least one alpha and one numeric/symbol character are required in the password. A message
will display, if an attempt is made to change the password to one that does not meet the
requirements.

Password Last Changed: Displays the date that the member last changed their password through
Internet Banking. This is based on the system date not the credit union date. This field cannot be file
maintained. (For users of the Internet Banking product.)

Quick Switch 1-10: Used to enter other member numbers for quick access to in Internet Banking. Enter
the Account Base and Check Digit. This can be used to switch from one member number to another
without needing to log out and back into Internet Banking.

Remote Deposit: Used to indicate if a business member is using the “Remote Capture” feature of
making a deposit through Internet Banking. The options are:

Yes

No (default)

IMPORTANT: The member will need a special scanner and software program on PC that has access to
the internet. A selection called Remote Deposit will display for the member to select in
Internet Banking. The member will browse for the check file created when checks are
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scanned on the PC and click on the "Upload Now" button. **Note: See the “Remote
Capture” section in this manual for more details or contact Datamatic Customer Support
for more information.

Remote Capture is an option for business Internet Banking users. This allows credit unions who utilize
Check 21 to enable their business accounts to scan deposit items at the business and upload the images
through internet banking. The credit union will then import those scanned check images into their
Check 21 system and process the deposit manually using the 45 method code (Deposit - Remote
Capture) and entering the deposit amount in as “Checks Received”. The scanned check images take the
place of the physical check deposit. The member’s copy of the remote capture deposit receipt should
be placed in the teller drawer with their checks received and counted as a check. These transactions can
be processed using a dedicated “remote capture” teller or intermixed with regular teller transactions.
Each credit union will decide on the procedures to be followed for their credit union.

Statement Last Accessed: Displays the date that the member last displayed a statement in Internet
Banking. This only applies when the member uses the Datamatic statements/e-statements option to
view or print a statement in Internet Banking. **Note: This does not apply to members viewing
statements thru an e-statement vendor.

Statements: Used to determine if the member has statement access in Internet Banking. This only
applies if the credit union offers the Datamatic statements/e-statements option to the members to
view or print a statement in Internet Banking. **Note: This does not apply to members viewing
statements thru an e-statement vendor. The options are: Yes (default)

No

Transfers: Used to determine if the member will be able to do transfers in Internet Banking. The
options are: Yes (default)
No

User Name: Displays the user name chosen by the member in Internet Banking or entered by the credit
union. Otherwise, “none” is displayed, if a User Name has not been entered yet. This allows for more
security since the member enters the user name rather than their account base and check digit. User
names must start with a letter and may contain letters, numbers and/or symbols (@ . - _). User names
cannot contain spaces and the maximum length is 40 positions. This is a required field. If the member
has not entered a User Name and enters their Account Base and Check Digit, Internet Banking will
display a window to prompt the member to select a User Name. To reset the User Name for Internet
Banking, the staff can file maintain the field if needed. The member will need to use the new User
Name assigned the next time he/she logs into Internet Banking. The field cannot be reset to none.
**Note: The credit union can customize the wording for the field used when logging into Internet
Banking using the “Online ID” field on the Internet Banking server.

A message of “User Name is already in use” will be displayed if a duplicate user name (name
already used) is entered in the User Name field in the Internet Banking folder. This same
message will be displayed in Internet Banking if members are attempting to change the User
Name and a duplicate user name is entered.
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Visa Statement Last Accessed: (This only applies to credit unions using the VISA Processing optional
software package.) Displays the date that the member last displayed a VISA statement in Internet
Banking. This only applies when the member uses the Datamatic statements option to view or print a
statement in Internet Banking. **Note: This does not apply to members viewing statements thru an e-
statement vendor.

Wire Transfers: Used to determine if the member will be able to authorize wire transfers in Internet
Banking. The options are: Yes (default)
No

Wire Transfers Fee: Used to enter the wire transfer fee amount for the member.

The following option is based on specific field options on either the Member Information or Internet
Banking window in VIEW for each individual member.

= Regulation D Count - This is based on the “Regulation D” field under Member Information for the
member. Internet Banking will check here to determine if the Reg D selection will show in Internet
Banking under the Misc. Column (this is a link to the Detail page also) and if the Details page will
show the “Regulation D (Month to Date)” field.

**Note: If a Transfer is completed through Internet Banking then the “Regulation D Count — Month
To Date” field will be incremented on the Transfer From suffix, unless the member is set
to “No” for the Regulation D field under Member Information.
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Internet Banking Message Setup

The Internet Banking Message Setup selection under [Main Ribbon > System Settings > Internet Banking
Message Setup] allows the credit union to enter a message that will appear on the Summary window in
Internet Banking. The message can be changed as often as needed by the credit union.

The security option for Set Receipt/Statement Message under [Main Ribbon > System Settings > Tellers
> System tab] for the employee must be marked which means “permitted”, to be able to make changes
on this window.

Datamatic VIEW o

Internet Banking Message Setup (Home) 0

f  Save

Figure 43

Enter the message to be displayed in Internet Banking. The maximum message size is 255 spaces.

Select “Save” to save the message.
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Internet Banking Setup

**Note: For convenience, the Internet Banking Setup chapter from the System Settings Manual is
included in this manual.

The Internet Banking Setup selection is used to determine the number of days to be used for the credit
union for some specific Internet and Mobile Banking options.

Datarmatic VIEW oy

Internet Banking Setup L3 &

Days of Inactivity until User is Disabled:

Days of Inactivity until Temporary Pwd is Disabled:

Days until Password is Expired:

File Exchange Email Motification (secondary):

Loan Application Email Motification {primary):

Loan Application Email Motification (secondary):

| |
| |
| |
File Exchange Email Motification (primary): | |
| |
| |
| |
Months before New Member can make Deposits: | |

Figure 44

Days of Inactivity until User is Disabled: Enter the number of days of inactivity desired by the credit
union before a user will be disabled in Internet and Mobile Banking. The default is 180 days.

After the number of days of inactivity has been reached, the “Access” field will be changed to
“Disabled” for the member/user. For security purposes, it will be necessary for the user to contact
the credit union in order to have access to Internet and Mobile Banking again or the member/user
can reset their password using the “Forgot My Password” option in Internet Banking.

Days of Inactivity until Temporary Password is Disabled: Enter the number of days desired by the
credit union after a temporary password is assigned before a temporary password is expired. The
default is 5 days.

This is checked with End of Day processing. When a temporary password expires for a specific user,
the “Access” field for the member/user will be changed from “Temporary Password” to “Disabled”.
If the temporary password expires on the weekend or a holiday, this will be checked with the next
End of Day. The user will need to contact the credit union, if their “Access” field is changed to
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Disabled, and be assigned another temporary password or the member/user can reset their
password using the “Forgot My Password” option in Internet Banking or the “Reset Password”
option in Mobile Banking.

Days until Password is Expired: Enter the number of days until Internet and Mobile Banking passwords
will be expired, if desired. The default is blank which means never expire.

This would be for security purposes to force the members/users to change their passwords after a
given amount of time. When an Internet and Mobile Banking password expires, the “Access” field
will be changed to “Expired Password” for the user. The next time that the member/user attempts
to login to Internet or Mobile Banking, a prompt will be displayed requesting that a new password
be entered. After the member/user enters a new password, the “Access” field will be changed to
“Allowed”.

File Exchange Email Notification (primary): This option can be used by credit unions that offer a File
Exchange to members for Wire Transfers and/or Remote Deposits. When the members use either of
these File Exchange options, an e-mail will be sent to the address in this field. In other words, this will
notify an employee at the credit union that there is a wire transfer and/or remote deposit transaction(s)
to be processed.

File Exchange Email Notification (secondary): This option can be used by credit unions that offer a File
Exchange to members for Wire Transfers and/or Remote Deposits in Internet Banking. This allows a
second employee to be notified of activity. When the members use either of these File Exchange
options, an e-mail will be sent to the address in this field. In other words, this will notify an employee at
the credit union that there is a wire transfer and/or remote deposit transaction(s) to be processed.

Loan Application Email Notification (primary): This option can be used by credit unions that offer the
ability for members to complete Loan Applications from Mobile Banking in Internet Banking. When a
member completes a Loan Application via Mobile Banking, an e-mail will be sent to the address in this
field. In other words, this will notify an employee at the credit union that there is a Loan Application to
be processed.

Loan Application Email Notification (secondary): This option can be used by credit unions that offer the
ability for members to complete Loan Applications from Mobile Banking. This allows a second employee
to be notified of activity. When a member completes a Loan Application via Mobile Banking, an e-mail
will be sent to the address in this field. In other words, this will notify an employee at the credit union
that there is a Loan Application to be processed.

Months before New Member can make Deposits: Enter the number of months a new member must
wait until able to make deposits using Mobile Banking, if applicable. If nothing is entered, new members
will be able to make deposits after enrolling for Internet Banking and Mobile Banking.

Select “Save” to save the changes.
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Internet Banking Alert Setup

**Note: For convenience, the Internet Banking Alert Setup chapter from the System Settings Manual is
included in this manual.

The Internet Banking Alert Setup selection is for credit unions using the Internet and Mobile Banking
products. This allows the credit union to determine which alert options will be displayed in Internet
Banking (My Accounts window), as well as, the Mobile Banking (Alerts window) for the members to
choose. **Note: This does not enable or disable the alert process.

Datamatic VIEW =
Internet Banking Alert Setup b
_ For more information on
[ ] Daily Balance [ IMews Alerts, see the “Alerts”
[ ] Debit Pre Authorizations [ I Mewsletters chapter in the Member
[ ] Deposits {3rd Party) []Payment Reminders Services Manf‘lal' Thls'
_ _ also contains information
[ Electronic Transactions [ ]share Rates on creating and sending
[ |Loan Rates []visa Payment Reminders Alerts, as well as, which
[ Low Balances (Checking) Alerts are automatically
sent online real time.

Payment Reminder (Days Delinquent): | |

Save

Figure 45

Click on the alert options that the credit union would like to appear on the “My Accounts” window in
Internet Banking and the “Alerts” window in Mobile Banking so that a checkmark appears in the box(es).
The members will be able to view these options and select which alerts they would like to receive.

For Payment Reminders, in addition to payment reminders xx number of days prior to the due date, a
payment reminder can be sent after xx number of days delinquent. This is setup by entering the desired
number in the “Payment Reminder (Days Delinquent)” field.

**Note: This feature is only available for credit unions that offer Payment Reminder alerts and for
members that have signed up for these alerts. If the number of days in the Payment
Reminder (Days Delinquent) field is blank, alerts will not be sent out for missed payments.
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The members will not receive additional alerts in future months if they remain delinquent. For example,
once a payment has been missed, the member will be sent an alert for being xx days delinquent. If
another payment is missed, the member would not receive another alert because they are now 40 days
delinquent. etc. However, if the member makes a payment(s) and is no longer delinquent then misses
another payment, an alert would be sent out after being the specified number of day delinquent.

Select “Save” to save the changes.

**Note: The E-statements alert is not listed on the above window. This alert must be sent out
manually by the credit union staff when the E-statements are available for the members to
view. Internet Banking Login Alerts are not listed here either, since these are always
available to the members, if the credit union is set up to send them.

**Note: For the “Low Balances (Checking)” alert, if the member number has more than one draft
suffix (70-74), the system will check each draft suffix individually. Therefore, if the member
has a $100 limit, the system would send an alert each time ANY of the draft suffixes goes
below that limit. The trigger of the Low Balance Alert is based off the available balance.

Upon checking any of the above options, the checked options will be available to the members in
Internet and Mobile Banking. The credit union can test the alert process by file maintaining some of the
alert fields under Member Information for a few employees. This way, the members will not see the
opt-in choices during the testing period.
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Internet Banking Transfer Setup

**Note: For convenience, the Internet Banking Transfer Setup chapter from the System Settings
Manual is included in this manual.

The Internet Banking Transfer Setup selection is for credit unions using the Internet and Mobile Banking
products. The selections on this window will determine how the transfer options of the product will
function.

Changes to the Internet Banking Transfer Setup window will take place immediately. **Note: If a
member/employee is signed into Internet or Mobile Banking when the changes are made to the Internet
Banking Transfer Setup window, the member/employee will need to logout of Internet or Mobile
Banking and log back in to see the changes.

Datarnatic VIEW >
Internet Banking Transfer Setup e &

Christmas Club: Al »
Cross Account: Show interest rate and payment amount w
HELOC Advances: Mot Allowed o
HELOC Minimumn Advance: | |
LOEC Maximum Days Delinguent: | |
LOC Minimum Advance: | |
Member to Member: Mot Allawed »
Mortgage Payments: Yes w
Pay Now Days Delinguent:
Revaolving Credit Advances: Mot Allawed o

Transfers NOT Allowed FROM these Suffixes:

Transfers NOT Allowed TO these Suffixes:

Figure 46

Each credit union will decide the selections and amounts that will be entered.
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Enter the information that is applicable to the credit union’s Internet and Mobile Banking product
concerning transfers. The “HELOC Minimum Advance” field will only be activated, if “Allowed” is
selected for “HELOC Advances”.

Christmas Club: Make the appropriate selection for Christmas Club suffixes. The options are:
Do not allow transfers to
Allow transfers to

Cross Account: Make the appropriate Cross Account selection from the drop down list. This allows for
the credit union to choose whether or not the interest rate and payment amount will display next to the
suffix description for cross accounts. The options are:

Do not show any sensitive information

Show interest rate and payment amount

HELOC Advances: Make the appropriate HELOC Advances selection from the drop down list. The
options are:

Allowed

Not Allowed

HELOC Minimum Advance: If the HELOC Advances option is set to allowed, enter the HELOC Minimum
Advance amount, if applicable.

LOC Maximum Days Delinquent: Enter the appropriate number of days, if applicable. This will allow
the credit union to set the number of days that a loan is delinquent before Line of Credit advances are
stopped in Internet and Mobile Banking. In other words, how many days a loan(s) may be delinquent
before the member can no longer make advances on a Line of Credit Loan in Internet and Mobile
Banking.

**Note: This is separate from the “Minimum Days Delinquent” option under [Main Ribbon > System
Settings > Minimum and Available Setup]. This option controls the number of days a loan
must be delinquent before a supervisor override is required when posting online transactions
to ANY suffix on the member's account.

LOC Minimum Advance: Enter the LOC Minimum Advance amount, if applicable. This will affect any
Line of Credit loan that is not in the 60-69 suffix range.

Member to Member: This determines if “Member to Member” transfers are allowed in Mobile
Banking. This will allow a member to transfer money TO another member, as long as the member has
the full account number (account base, check digit and suffix) and name (for verification that the
account number is correct) of the member to which the funds are being transferred. This would be
similar to transferring funds at a teller window by supplying the name and account number of the other
member. The options are:

Allowed

Not Allowed (default)

**Note: This is an on-demand transfer across member accounts option. It is different from the Cross
Account transfers in that the relationship does not have to be pre-setup by the credit union.
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Mortgage Payments: Enter the Mortgage Payments option desired. This only applies to loans with one
of the Payment Types of 360 day interest. The options are:

Yes (this means that members can make mortgage payments on any day of the month)

Only the 15 thru the 15% of the Month

If set to “Only the 15t thru 15" of the Month”, for Mortgage loans that use the Payment Type of 360,
members will be allowed to make loan payments from the 1t through the 15 of the month. If it is past
the 15™ of the month, the system will display the message “Mortgage payments must be made between
the 1%t and the 15"". The member will need to make the payment by another method.

**Note: Partial payments (less than the payment amount) are not allowed on mortgage loans with one
of the Payment Types of 360 day interest. Also, members can make payments up to 1.5 times
the payment amount.

Pay Now Days Delinquent: Enter the number of day’s delinquent before the system will add in the
delinquent amount to the “Pay Now” amount in Internet Banking. Leave this field blank, if the credit
union does not want the delinquent amount added in to the “Pay Now” amount.

Example: If “10” is entered in this field and a loan is 5 days delinquent, the “Pay Now” amount will
be just the payment amount. However, if the loan is 11 days delinquent, the “Pay Now”
amount will be the payment amount plus the delinquent amount.

Revolving Credit Advances: Make the appropriate Revolving Credit Advances selection from the drop
down list. This will allow lines of credit for suffixes 30-39 to be available for advances in Internet and
Mobile Banking, if set to allowed. The options are:

Allowed

Not Allowed

Transfers NOT Allowed FROM these Suffixes: If applicable, enter the suffixes from which transfers
(withdrawals) are not allowed by the credit union. **Note: The suffixes listed here affect Internet and
Mobile Banking, as well as, Voice Response users.

Transfers NOT Allowed TO these Suffixes: If applicable, enter the suffixes to which transfers (deposits)
are not allowed by the credit union. **Note: The suffixes listed here only affect Internet and Mobile
Banking users.

Transfers are not allowed to or from CD or IRA suffixes using Internet or Mobile Banking. These suffixes
will not be displayed in the drop down box in the Transfer window. Transfers are allowed to or from a
suffix coded as an HSA (Health Savings Account), unless these suffixes are entered in the “Transfers NOT
Allowed FROM these Suffixes” or “Transfers NOT Allowed TO these Suffixes” options.

The maximum amount for transfers completed through Internet Banking is $9,999,999.99.

Select “Save” to save the changes.
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Internet Banking Inquiry

From the “Other Inquiries” window (Ctrl + 1), select “Internet Banking Inquiry”. The Internet Banking
Inquiry will display the last 20 successful logins for each user. This inquiry will also display successful
logins through Mobile Banking. Unsuccessful logins will not be displayed. The Date, Time, User,
Method, IP Address and Web Browser that was used to login will be displayed in the inquiry. This is for
informational purposes only.

Enter a member number (account base and check digit) then press enter or click on Go. If the member
number is not known, click on the magnifying glass to the right of the Member field to search for the

member number.

The system displays.

Datamatic VIEW O X

Internet Banking Inquiry (32786-6) =

Member: | }

Date Time User Method IF Address Browser &
02-17-2016 02:27PM Amm2244 Mobile 10.1.1.232 WinNT - Chrome (46.0)
06-29-2015 O0LO3PM Amm2244 Mabile 10.1.1.232 WIinMNT - InternetExplorer (11.0)
06-29-2015 11:22 AM Amm2244 Maobile 166.137.12.29 Unknown - Safari (8.0)
06-29-2015  10:53 AM Amm2244 Mabile 10.1.1,232 WinNT - InternetExplorer (11.0)
06-29-2015  10:31 AM Amm2244 Mobile 10.1.1.232 WinNT - InternetExplorer (11.0)
06-29-2015  09:13 AM Amm2244 Mabile 10.1.1.232 WinMNT - InternetExplorer (11.0)
11-07-2014  12:38PM Annabelle Maobile 10.1.1.232 WiInNT - InternetExplorer (11.0)
10-29-2014 05:07PM Amm2244 Maobile 10.1.1,232 WiInMNT - InternetExplorer (11.0)
10-29-2014 09:58 AM Amm2244 Mabile 10.1.1.232 WIinMNT - InternetExplorer (11.0)
10-28-2014  11:20 AM Amm2244 Mabile 10.1.1.232 WinMNT - InternetExplorer (11.0)
10-16-2014 01:25PM Amm2244 Mabile 10.1.1,232 WinNT - InternetExplorer (11.0)
10-02-2014  10:52 AM Amm2244 Mobile 10.1.1.232 WinNT - InternetExplorer (11.0)
09-10-2014 05:10PM Amm2244 Mabile 10,1.1.232 WinMNT - InternetExplorer (11.0)
09-10-2014 0426 PM Amm2244 Maobile 10.1.1.232 WiInNT - InternetExplorer (11.0)
09-10-2014 03:26 PM Amm2244 Mabile 10.1.1,232 WinNT - InternetExplorer (11.0)
09-10-2014 03:20PM Amm2244 Mabile 10.1.1.232 WIinMNT - InternetExplorer (11.0)
05-01-2014 09:41AM Amm2244 Hame 10.1.1.232 WinMNT - InternetExplorer (11.0)
1106-2013  04:32FM Amm2244 Home 10.1.1.232 WinMNT - IE (10.0)
10-19-2012 10:15 AM Annabelle Home 10.1.1.232 WinNT - IE (9.0)
10-09-2012 0403 FM Quick Switch Home 10.1.1.232 WinNT - IE (2.0)
10-09-2012 0402 FM Amm2244 Home 10.1.1.232 WinNT - IE (9.0)
10-05-2012  11:16 AM Amm2244 Home 10.1.1.232 WinMNT - IE (9.0) b
Figure 47
To exit the window: Click on the red X or
Press Esc

Click on the “printer icon” in the upper right corner of the window, to print the information in the
window. A window will display to make a printer selection. Select the “print” button, after making a
printer selection.
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Internet Banking Log

A log called “Internet Banking Log” CR219-01 will be generated with End of Day processing for credit
unions using Internet Banking. This report will show any error conditions such as too many invalid login
attempts (both Internet and Mobile Banking), signing up for Mobile Banking or forgot user name ID or
forgot password for Mobile Banking. It also shows members who have not quite reached the limit for
invalid login attempts, but may be getting close to too many invalid login attempts.

This report is intended for the credit union to review for security purposes (i.e. someone trying to get in
that is guessing the login information or for member service (i.e. a member having trouble logging in).

These are the events that are logged on the daily Internet Banking Log.
Invalid PW limit 5 tries set access to Disable

Reset PW Error
Reset PW Trouble 3 tries
Reset PW Limit 5 tries set access to No

Forgot User Error
Forgot User Trouble 3 tries
Forgot User Limit 5 tries set access to No

Signup Error
Signup Trouble 5 tries
Signup Limit 25 tries set access to No

IMPORTANT: The credit union should be reviewing this report daily and be proactive about contacting
members who have issues and head off security issues.

62 Internet Banking

Datamatic Confidential This documentation is proprietary and confidential information of Datamatic Processing Inc. and can
ONLY be used for its intended use. Any other distribution, dissemination, or copying use is strictly prohibited.



Example of report.

Datamatic VIEW

Internet Banking Log (4 KB)

| ogro8sz017

Internet Banking Log
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O X

FLo

PAGE 1

Support Credit Union 1) REPORT WO. CRI15-01
Account Hame Date Time Event User Name IF Rddress
72&-0-00 CLARE M STEVENS 08-08-2017 10:232M Forgot User Error lo.1.1.232
S5N Mismatch: 333033030
726-0-00 CLARE M STEVENS 08-08-2017 10:242M Forgot User Error lo.1.1.232
S5N Mismatch: 303333333
72€-0-00 CLARE M STEVENS 08-08-2017 10:272M Forgot User Trouble lo.1.1.z232
72€-0-00 CLARE M STEVENS 08-08-2017 10:272M Forgot User Error lo.1.1.z232
S5N Mismatch: 233303333
T2ZE€-0-00 CLRARE M STEVENS 08-08-2017 10:272M Forgot User Error lo.1.1.z232
55N Mismatch: 300033333
T72&-0-00 CLRRE M STEVENS 08-08-2017 10:282M Forgot User Error 10.1.1.232
55N Mismatch: 333333030
726-0-00 CLRRE M STEVENS 02-08-2017 10:28R2M *** Forgot User Limi 10.1.1.232
Member HE Rccess Remowved
38€25-0-00 ERIC T FOREMEN 02-08-2017 059:06RM *** Invalid PW Limit Foreman$ 10.1.1.232
User Disabled
€1057-€-00 MRRVIN M MEMBER 02-08-2017 10:082M Reset PW Error 10.1.1.232
Member Mismatch: 0000€1057&
€1057-€-00 MRRVIN M MEMBER 028-08-2017 10:052M Reset PW Error 10.1.1.232
Member Mismatch: 0000€1057&
€1057-€-00 MRRVIN M MEMBER 02-08-2017 10:102M Reset PW Error 10.1.1.232
Member Mismatch: 0000€1057&
€1057-€-00 MRRVIN M MEMBER 028-08-2017 10:102M Reset PW Trouble 10.1.1.232
€1057-€-00 MRRVIN M MEMBER 02-08-2017 10:112M Reset PW Error 10.1.1.232
Member Mismatch: 0000€1057&
€1057-€-00 MRRVIN M MEMBER 02-08-2017 10:112M Reset PW Error 10.1.1.232
Member Mismatch: 0000€1057&
€1057-6-00 MARVIN M MEMBER 08-08-2017 10:112M *** Reset PW Limit lo.1.1.232

Figure 48

Internet Banking References

Member HE Access Remowved

Internet Banking Statistics Report - See Reports manual.

Member Services Manual - Member Information chapter. (See descriptions for the following fields

under Member Information.)

e Internet Banking
e Internet Banking Last Access (Bill Pay)

e Internet Banking Last Access (Credit Card)
e Internet Banking Last Access (Home)
e Internet Banking Last Access (Mobile)

Mobile Banking Manual

Datamatic Confidential
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